                            D  R  A  F  T 

                       Electronic Affidavit Study Group
A proposal was made to the IEEE Standards Organization in August 2001 for developing a standard on an Electronic Affidavit.  The IEEE Microprocessor Society has organized a study group to determine the need for a standard in this area.    

The purpose of the proposed Study Group is to define the need for a Standard for a system that will allow authorized system users to electronically read and write to a portable personal device called an Electronic Affidavit, which contains information that the affidavit owner deems relevant and important to their transactions.  In all cases, the owner will authorize the content of the information to be stored in the Electronic Affidavit, as well as who may access what specific information contained within the memory of the affidavit.

The Electronic Affidavit System is to be comprised of a portable device, a Transceiver, a Host controller, and associated software. 

The objective of the system is to provide the owner of the Electronic Affidavit a device and a system that will rapidly conduct a transaction, guarantee a secure wireless transaction, as well as, data transfer integrity, security against fraud, large number of transaction cycles, unique device designator, multiple memory files for multiple functions, anonymity, long term endurance, controlled access to stored information, wireless communication, robust non-volatile memory, battery-less, etc.  

The objective of the Transceiver is simplicity, interoperability, and security at a minimum cost.

The Electronic Affidavit is intended to be a portable device that can be easily carried by the owner.  The portable device will contain a minimum non-volatile memory size of 32k Bytes.  

The Transceiver will rapidly and securely read and write to the Electronic Affidavit as it is passed near the transceiver via a wireless communication link.    

The Host controller will contain the operating software and control the entire transmit and receive transaction process with the Electronic Affidavit.  The controller unit will utilize a standard open operating system and protocol, which will allow any host configuration communicate with the electronic affidavit.

The software languages utilized to processing transactions and perform information storage and retrieval on the Electronic Affidavit will be generic and robust so that they can be easily ported to a number of different controller configurations.  The data content and format of the information being transferred in the transactions should be standardized and easily interpreted regardless of the control system being implemented.      

The wireless Electronic Affidavit System (i.e., both the transceiver and portable device) will operate at 13.56 MHz +/_ 7.5 kHz with a standard baud rate of 115.2 kBaud or multiples thereof, at a maximum current of 10 mAmperes at it’s clamping voltage of 8 Volts.  The data will be transmitted in the standard UART format of one start bit, eight data bits, and one stop bit.  The read transaction time of the entire memory will be approximately one (1) second.  The operating volume of the Transceiver will be vendor defined.  

OPERATIONAL REQUIREMENTS

   Contact-less transactions between device and transceiver   

   Transceiver talks first and Electronic Affidavit responds thereto

   Short-range operation (this allows for bearer of device only transactions, 

       not multiple group transactions or multiple device transactions.  This 

       requirement also eliminate collision avoidance requirements.)  

   Single affidavit in field at a time (dedicated individual transactions)

   No pass-back or multiple near simultaneous transactions allowed

TRANSMISSION PROTOCOL

    Low power short-range communication to exist in the ISM Band

    Transceiver to connect to standard controller or PC via standard baud rate

OPERATING PROCEDURES

    Owner of the Electronic Affidavit determines what information will be contained 

       in the memory of the device.

    Owner of the Electronic Affidavit will authorize who can access what 

       information in the memory of the device.

DATA CONTENT & FORMAT

   All information contained within the Electronic Affidavit will be key protected

   Both encrypted and unencrypted information could reside on the Electronic 

      Affidavit 

   Memory will be partitioned (segmented) into independent blocks 

   Multiple segmented blocks of memory will be individually keyed

   Segmented blocks of information will contain individual read key and write key 

   System should be able to process and accommodate the storage and retrieval 

       of any standard Digital Certificate and Biometrics metric 

SECURITY

   Each Electronic Affidavit will have its own unique Serial number

   System will have a master key

   Memory blocks will have individual read and write keys

   Each transaction will have its own unique authentication sequence 

   System security will be based upon unrestricted access to multiple Electronic   

        Affidavits and a Transceiver

   The system should accommodate the use of digital certificates and PKI

   The system should utilize AES encryption capabilities
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